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+01 The Big Picture
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* Problems with Digital Rights Management (DRM)
systems

m inter-operability
m Renewability
e Standards activities
m MPEG-4 IPMP
m MPEG-4 IPMP-X
m MPEG-21 IPMP
m DMP
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 What is “Renewability”?
to make like new, restore to freshness, vigor, or perfection
--- Merriam-Webster Dictionary

renewable substances can be used and easily replaced,
e.g. renewable energy resources

--- Cambridge Dictionary

DRM: robustness and flexibility, where one can easily
renew a broken DRM system

 Why this problem?

DRM systems are subject to possible attacks. Without
renewability, the DRM system has little means for
recovering after security has been compromised
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Presentation Notes
many existing DRM systems are subject to possible attacks, due to the rapidly growing computer technology. It is therefore desirable to establish a robust and flexible DRM system, where one can easily renew a broken DRM system, e.g. by downloading it from a specific URL included in the IPMP information.


% ENTHRONE DRM Framework Overview
. A

ENTHRONE E2E DRM Design

Challenges and Approaches
« DRM inter-operability problem: MPEG-21 DID/REL

e Super-distribution problem: Sharing License/Domain
License

 Usage rights protection enforcement problem: smartcard
« Domain management problem: key sharing
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.

e IPMP Tool List;

enlist the information of the tools required by the
terminal to decode the protected content. This
mechanism enables the terminal to select or renew
the tools, or to retrieve the tools when they are
missing
 |IPMP Tools:

modules performing (one or more) IPMP functions
such as authentication, decryption, watermarking, etc.
Each IPMP Tool has a unique IPMP Tool ID.
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The key concept related to IPMP renewability in MPEG-4 IPMP-X is “IPMP Tools


1—‘3@1—' Overview of MPEG IPMP Renewability
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. MPEG-4 IPMP-X
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+°-| Overview of MPEG IPMP Renewability

« MPEG-21 IPMP
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IPMP Renewability Solutions in ENTHRONE

 Redefined Schema

1. IPMP DIDL,

2. IPMP Info;

3. IPMP General Info
 Integration with the ENTHRONE E2E Protection System

1. Authoring side

2. Consumption side
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Renewability Solutions in ENTHRONE

1. The input IPMP information is parsed in order to get the
IPMP Tool List. If there is no list, operation skips to step 4,
otherwise the IPMP Tool Information in the IPMP Tool List
IS parsed.

2. If the AES Decryptor Tool is available on the Terminal
and it has not been compromised, operation skips to step 4.

3. The IPMP Tool Manager looks for the required IPMP
Tool: If the search is successful, operation stops; otherwise,
operation advances to step 4.

4. After the acquisition of the IPMP Tool, the protected
content can start flowing into the data buffer.
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The IPMP Tool ID identifies the tool using a specific method and has at least two parts, the Tool Type ID and Tool Sub ID. The Tool Type ID specifies the category of the specific IPMP Tool, e.g., decryption, watermark extraction, watermark detection, and rights extraction. Furthermore, the Tool Sub ID identifies a particular IPMP Tool and the Sub ID is provisionally set.

The Tool Location Identifier implies a transfer mechanism, and there can be also different location identifiers for the same IPMP Tool. The IPMP terminal attempts to find the tool using each of the identifiers. If the first location identifier of an IPMP Tool is successful, the next location identifier is skipped; if not successful, the second location identifier is tried.

For the ENTHRONE Terminal, the first location identifier can be the local path of the ISMACryp decryptor tool, which is depicted in section 3.3.
E.g. the location identifiers are written as follows.
Local: inside of the terminal system or in a peripheral device; 
External: external to the specified terminal system (http:, ftp:)
The IPMP terminal knows the binary format of the provided IPMP Tool (e.g. DLL) and the IPMP terminal can therefore download or search for a tool in the format appropriate to the operating system.
Usually the IPMP Tool is precompiled and off-line downloaded as binary code or DLL (as in the ENTHRONE framework) to the particular IPMP system.
When the content stream begins passing through the content decoder, the IPMP System activates the decryption module indicated in the IPMP Tool List of the DID, and starts using it.
Please refer to [13] for more details.


In step 3 the IPMP Tool Manager tries to find the IPMP Tool by checking the Location Identifier Type ID and Location Identifier details. If there are two or more location identifiers corresponding to one IPMP Tool, the IPMP Tool Manager first tries to find the IPMP Tool using location identifier 1, and if that fails tries searching with the next location identifier 2.
If the location identifier type is "local," the IPMP Tool Manager looks in the local terminal using the specified IPMP Tool name or IPMP Tool ID.




10010001

+'-| Walkthrough of the Rights Acquisition

J
7

DIDL

MPEG-21 compliant terminal

Protedtion Tools

[mw

e

-------------------------------------------------------------

Protection

IPMP
DiDL

o 1 | I
IPMP info
—p 2. Obtan 3. Parse
gavemange govemnance
nfo nfo .
| 3. Authorize
e
4, Useris
- wthorsed
4.1 Pase Lool information
> 4.2 Retrieve 1PMP tool >
1PMP tool
«

4,3 Unprotect digital
rem (encapsulating

Track 1)

12

10010001




10010001

+"| WP-7: ENTHRONE 2 Achievements

S
Server side

ENTHRONE 2 Terminal Architecture

Network

Terminal side
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Integration and Application Scenario
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Conclusions
.

* Renewability solutions through MPEG-21 IPMP
o Successfully integrated with EHTHRONE E2E DRM
* Another prototype application for MPEG-21
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Thank you for your attention!

Questions?
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